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Abstract: In view of such problems as temporary loops, blackholes, violations of access control policy and so on dur-
ing state transitions in OpenFlow networks, we proposed a consistent rule update scheme based on heuristic scheduling. First,
we divided operations of an update into some sub-updates and used parallel network property verification technique to con-
struct a dependency graph for each sub-update. Second, we aggregated several update operations of the same sub-update to
reduce complexity of scheduling. Then,we designed heuristic update scheduling algorithm. By adopting an alternative strate-
gy for additions and deletions of rules, it could reduce storage cost in switches. Furthermore ,by establishing a mechanism to
update and monitor concurrently, it could improve efficiency of rule update. Simulation experiments on the updating time
cost and the rule storage cost of switches during updating process are conducted, which verify the effectiveness of our

scheme.
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phiset«—Packetclass( P, ,s;, ,Ryq,T) UPacketclass(P; sy, ;R e »T) 3
foreach {s* Is* eS| /% SIELHHIES =/
temp<«—pktset ;
foreach {rl r.s=s" ,r=op.r H op e OP}
/% OP JERUN S B E SR & U i D = /
if 3petemp,per. P then
ruleset<—ruleset U {ri ;
temp<—temp — {p} ;
end if
end for
end for

return ruleset.
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Input: UG,KN ,EN;;
Output; 7G.
foreach {sls e UV, H.s. indegree =0}
if s ¢ KN then Generate(s) ;
else = Node _gen( UG’ ({s}),1{s,s}) ;
foreach {uvluv e Succ(s) , H uwwe UV}
UG,,, = Generate(uv) ;
/¢ B UG, IRAK B Generate W3 11 » /
Edge _gen(w, ,Sub(UG,,, , | wl)) ;

end for
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Delete( UG, {s}) ;
end if
end for
Generate(s)
{visited = (J;
foreach {s* | s* e ENNUV*}
if (s* eKN) then
tv=Node _gen(UG ({s*}),(s*,s")) ;
foreach {seqn®| seqn’ € DFS _ Path( UG® ,s,s™ ) |
visited = wvisited U seqn’ ;
if tg, exists then
temp = Node _ gen( UG’ (seqn® = {s* 1) ,(s,s)) 3
Conb( g, ,temp) ;
else
tv = Node _gen( UG’ (seqn® = {s* 1) ,(s,s%)) 3
Edge _gen(tvy. ,tv,...) 3
end if
end for
else if (s™. outdegree =0) then
seqn® = DFS _ Path(UG* ,s,s™ ) ;
tw = Node _ gen( UG’ (seqn’ ) ,(s,s" ) ) ;
visited = visited U seqn’ ;
end if
end for
Delete( UG ,visited-KN)
return UG,,,,. | / + BHHTRGEEAE U5 S ARG I+ /
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Initialising ;

1. DN—

2:  RN«{wl t. indegree =0}
3. EN—

Repeat :

4 wait (s _ mutex )

5: foreach tw; e RN - DN
6. if IS({w,} ) NIS(DN) =(J then
7 DN<—DNU {w;, |
8 dispatching tv;
9. end if

10 end for

11  signal(s _mutex)
12.  wait(m _ mutex)
13. foreach messages in mess _ pool

14, if there exists Mess(upd _error(tv, ) ) then



%07 M X 2 TR R BE T OpenFlow 258 ML — BOH B 5 5 1641
15 Mess (Alarm) CHE DA 24 T 76 L A A 455 5 4 b IR S
16: update TG/ ARSI «/ (B4 54 MO AT 45 48 S5 4%, 3038 1 F & BB DNV
peo RN CLBUHT #5414 o, TR, 0 FLE 7 DIV, B o,

19 signal(m _ mutex)

20; until RN= DN =0

21 if EN% () then Mess( Incomplete)
22. else Mess( Complete)
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Repeat ;
1 :wait(m _ mutex)

2. wait(s _mutex)

3 foreach messages in tc _ pool

4 if tw; is confirmed then

5 DN«—DNU | t,; |

6: update RN

7 sending Mess(upd _ RN) and Mess(upd _ DN) to mess _ pool
8 end if

9: if t; is time _ out then

10; DN«DNU { ;|

11. sending Mess(upd _ DN) to mess _ pool

12 end if

13 if tw, cannot be applied then

4.  EN<ENU|mw,|

15.  DN<DN - |m,}

16. sending Mess(upd _ error( ) ) to mess _ pool
17. end if

18:. end for

19.  signal(s _ mutex)
20 :signal (m _ mutex )
21:until RN = DN =)
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